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CHAPTER 2
SYSTEM CONTROLS
CONCEPTUAL FRAMEWORK

A. | NTRODUCTI ON

_ 1. This chapter presents a conceptual framework for
Instituting and maintaining information system controls. The
control framework consists of three elenents:

a. Control requirenents - the ternms used to explain
why control s are needed and/or what their inplenmental ionis
expected to achieve.

b, Selection and use of control techniques - the
definition, selection, and use of control techniques to satisfy
the requirements specified.

c. Areas of control - the terns used to describe how
and where confrol techniques are applied to satisfy basic

cent rol requirenents.

2. The basic structure of the conceptual framework revolves
around these three elements. The remainder of this chapter
provides a detailed discussion of the framework and its various
suppl ements. As an aid to the reader, a road map of the system
control framework can be found in Figure 2-1 on page 2-4.

3. Mst control-related activities have traditionally
centered on internal control reviews, risk assessments , and
audits of existing automated systens and processes. \Wile these
types of reviews are needed, they do not necessarily ensure that
adequat e managenment controls are built into current” and future
systems. Additionally, nuch of what is witten for both
managers and systens devel opers I's based on the theoretical
aspects of controls. The situation existing today can be
summari zed as foll ows:

a.  Numerous directives require controls over autonated
systens, and, while thex vary in termnology, specificity, and
origin, they all have the sanme basic objectives. These
direct ives point out a need for secure and reliable systens. In
spite of these directives, there are a few sinple, clear
gui delines on how to build controls into a new automated
anforpatlon system and at the sane time show conpliance with the

I rectives.

b. There are no formal nethods currently in use to

easily i1dentify needed controls as systens are beéeing devel oped.
As a result, extensive control reviews are needed after the
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syst em becones operational. These reviews _are cost[Y and nmay
not result in needed corrective actions. To retrofit, the
needed adjustments can cost 50" to 100 tines nore than buil ding
the controls into the systemas it is being devel oped.

~c. There is no controls process defined that is
conpatible with, and an integral part of, the total systens
process. Rather, there is a tendency to address control issues
separate fromthe many other systens activities.

_ d.  Control and security responsibilities are often
assigned to personnel who are organizationally renote from
systens devel opnent and operation. Al though Sone centralized
direction on controls is beneficial, the individuals who
understand the requirenents and the system nust play a major
role in the controls devel opnent process. To do this, a
controls nethodology is needed to |ntegrate a controls process

into all the many other systens-related activities.

4. Fundamental |y, automated information systens are
devel oped to support nanagers to effectively fulfill their
responsibilities. In the Federal Governnent, autonated

| nformation systems performa w de range of functions that

I ncl ude: naking benefit paynments; collecting receivables; and
recording and accounting for obligations, costs, revenues, and
expenses. I n many cases, these kinds of functions are al nost
conpl etely dependent on automated information systens, thereby
creating many new concerns and risks for managenent. System

risks mght, for exanple, result fromthe follow ng
ci rcumst ances:

_ a. An automated system might allow an individual to
circunvent the “separation of duties” control instituted in
manual systens.

b. \Wen the information trail is automated (i.e., when

al | support for paynent is in machine form, the “process” may
be difficult or inpossible to nonitor.

~c. There is a natural, but totally unfounded, tendency
to believe that conputer-generated output i's correct.

5. To address these concerns, managers who operate or use
ADP systens should take actions to elimnate or at |east reduce
the risks to acceptable levels. Al such actions taken to
reduce risks are referred to as “control techniques” or, nore
comonly, “controls.” The underlying requirement of control
over an automated information systemis to provide reasonable
assurance that the information processed by the systemis
reliable and properly safeguarded.

6. Managenent oversees and effects the devel opnent,

| mpl enentation, and use of automated information systens through
a variety of nechanisns, including standards, budgéet and
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procurenment review and authorization, and personnel-hiring
practices. \Wile existing nechanisms have worked with varying
success to ensure that systens support an organi zation’'s

m ssion, they have not always provided reasonabl e assurance that
a systemis safe. Systens iy inprove accuracy, increase

productivity, or speed service but at the sane time be subject
to fraud, waste, and abuse.-

B. SYSTEM CONTROL REQUI REMENTS

1. Control requirenments are established to address a known
vul nerability or pronote reliability or security of a system
They can be based on managenent experience, vulnerablllty
assessnents, other reviews, and/or common sense. Regardless of
why established, control requirenents should be as specific as
possible and stated in clear, understandable terms.

2. Four categories of control requirenments surfaced in an
anal ysis of the grOVISIOHS of the system control directives
listed in Table 2-1 on page 2-10. These are application
controls, general controls, admnistrative controls, and
required system functions. \hile the ongoing discussion deals
wth these four categories of control requirenments, it should be
recogni zed here that the operational inplenentation of a
controls programw |l involve a refining of these requirenents
Into sub-requirenments or control objectives.

3. The first category, application controls, are those that
hel p assure that information processed is authorized, valid,
conpl ete, accurate, and tinely. It also contains requirements

that ensure that the systemis secure and that an audit trail
exi st s.

4. Conpliance wth the requirements for application
controls has proved the nost elusive for nanagenent to neet.
Requi rement term nol ogy varies anong the many directives, but
the intent is the sane in all.

5. Three principles are inportant to note:

a. How information should be handl ed, once its

sensitivity,and/or classification has been determned, is fairly
wel | established by the regul ating agency.

b. The determ nation of the classification |evels for
systens and data is a managenent responsibility of the
sponsoring agency.

c* Once the classification |evels are determ ned by
managenent, the determnations should be systematically applied,
and managenent shoul d be aware of any exceptions.
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FIGURE 2.1 -CONTROL FRAMEWORK

CONTROL REQUIREMENTS

Application Controls
- information authorized
- information valid
Information complete
Information accurate
information timely
system secure
- system auditable

General Controls
Administrative controls
Required system functions
SELECTION AND USE OF CONTROL TECHNIQUES

Types of controls
- detective
- corrective
- preventive

Characteristics of effective controls
- have a clear purpose
- developed in partnership
- cost-effective
- documented
- tested and reviewed
- manageable

AREAS OF CONTROL

- Input

“ output

- processing

- storage

- communications
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6. What the third principle means is that sensitive data in
a.computer data base should have the same classification as they
are given in a hard copy publication. Mst processes
(accounting or otherw se) consist of both manual and autonated
portions. Reviews of the process should assess the totality of
the process conponents affected, not just a portion of the
af fected conmponents. Further, management nmust be aware that
I ncreases in security are al nost always acconpani ed by increases
I n cost, although some security measures can be inplemented wth
little effort. Managenent nust be aware of situations when
resources are insuffricient to provide the Ievel of protection
requi red, because it is managenent that nust accept the risk of
| oss and/or disclosure. Because of the term nology and
technical conplexities of automated processes, the evidence
suggests that managers often delegate these critical decisions
to their programand/or technical staff. It is of paranmount
| nportance that managers fully understand the need for controls,
the resource inplications of-controls, and the risks associated
w th inadequate controls. These are managenment’s
responsibilities and cannot be del egated.

/. The second category, general controls such as cost-
benefit analysis and certification, are quantifiable and require
a product to be created for nanagenment review and/ or acceptance.
These tools are essential to good managenment in the devel opnent
and operation of systens by facility nanagers, users, sSystens
anal ysts, and conputer progranmers.~ Another essential tool
whi ch shoul d be apP]|ed b% al| managers and users is agency
record and disposition schedul es.

8. The third category, admnistrative controls such as
suppprtlve attitudes or conpetent personnel, are generally
ditfficult to quant|f¥ and have not resulted in the past in
tangi bl e work products wthin autonmated information systens.

9. Many of the requirements have becone standard operation
procedures in sone Federal Agencies, wth considerable guidance

provi ded on how they should be net.

10. The last category of control requirenents, required
systems functions, consists of mandated features that nust be
deS|gqed and built into a system such as a particular access
capability.

c. SELECTION AND USE OF CONTROL TECHN QUES

1. Control techniques are procedures used to neet control
requirements.  Control techniques enployed mght be preventive,
detective, corrective, or a conbination of the three:

a. FY¥evenitive controls are put in place to prevent or
det er any undesired event. Placing a termnal in a locked room

2-3



DoD 7740.1 -G

for exanple, prevents access to that equipment from personnel
w thout a key.

b. Detective controls are designed to alert managenent
that an undesired event has occurred. alarm that sounds if

the door is forced open, for exanple, Is a detective control.

c. Udrrecective controls are used in conjunction wth
detective controls to recover from the consequences of the
undesired event. Having insurance to pay for the stolen
termnal or a guard force to catch an intruder would be exanples
of corrective controls.

2. The selection of a control technique should, in nost
cases, be a group decision to ensure that it is feasible for the
entire system 1S understood by all affected, and _
conprehensi vel y meetst he organi zation’s control requirenents.
For exanple, a user nmight have to key in special data,
operations personnel may have to review exceptions, and a
programer m ght have to devel op codes to be used, because
controls can affect many groups associated wth the system

3. Further, the control sesel ected nust be cost-effective.
(Determining cost-effectiveness for nmpre obvious controls, such
as input editing, is usually not an issue.) Controls that
requi re manpower, such as integrity reviews of transactions, can
be costly and require a cost-benefit analysis. This analysis
becones part of the controls docunentation. Decisions on sone
controls na¥ al so require detailed know edge of controls already
In place. his is especially true of routine controls, such as
access controls. The composition of current access controls may
reatly affect the design of any additional access controls
eing contenplated for a particular system

4.  The installation of controls nust be acconpani ed by an
effort to provide assurance that the control operates as
Initially intended. Testing is needed before the control is
| mpl enented, as well as later, to be sure it still fulfills the
control requirenent. Ch%0|ng reviews mght be a part of a
managenent initiative. he testing, review schedul es and _
met hods are nanagenent prerogatives, although external reporting
needs woul d be a consideration. For exanple, nmanagement i ght
decide that test transactions should be reprocessed yearly,
while a detailed review of controls docunentation shoul d be done
each 3 years to coincide wth any external reporting require-
ments specified by OMB Crcular ‘A-130 (referenced (e)).

5. The controls selected and inplenmented nust have certain
gharacterlstlcs to ensure that they are effective. They nust
e.
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a. Clear in purpose - If not understood, controls nmay
not be used and IT they do not have a clear purpose or address a
known vul nerability, they are of little or no val ue.

b. Coordinated - Developed in partnership by personnel
know edgeabl e about the application, process, computer Systens,
and control techniques. t is unlikely that effecti've, feasible
controls can be selected and inplenented unilaterally by, for
exanple, a user, a system analyst, a programmer, or an auditor.

~C. Cost-effective - The cost of the control should
not, in general, exceed the expected benefits. Stated anot her
way, there should be reasonable assurance that the systemis
protected froma known risk. |f total assurance of control were
possible, it mould(?robably be prohibitively expensive. Mre

simply, spending $100 to protect against an $80 |oss nakes
little sense.

_ d. Docunented - The docunentation process should be
simpl e, understandable, clearly link risks to controls, and
provi de managenent with assurance that all reasonable controls
are in place. Wthout sonme form of docunmentation, there is no

assurance that all known vulnerabilities are addressed or that
controls are in place.

e. Tested and reviewed - There nmust be assurance that
the controls Tunction as originally intended. This assurance is
needed when the system first becones operational and al so during
ongoi ng operation. Initial controls testing should normally be
done when all other aspects of the systemare tested. Ongol ng
testing and review mght be done as a part of a general system

review, an internal control review, an audit, or other
managenent initiative.

f.  Manageabl e - Managenent nust have the neans to

change, delete, evaluate cost, upgrade, or review the system of
controls under its purview

D.  AREAS OF CONTROL

1. Automated information systens typically enconpass data
files, conmputer prograns, and equi prent, all of which may affect
controls in some way. Part of the problemin dealing wth
controls is the wwde variability in how systens are defined. If
there was uniformty in definitions, then control techniques
could be applied, evaluated, and catal oged nore easily.

2. The five control areas listed below are the basic

control requirenents. These areas, as show in Figure 2-2 on
page 2-8, are |abeled using traditional term nology.
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FIGURE 2-2 - THE FIVE CONTROL AREAS OF A SYSTEM

Input Processing/Storage Output

Communication

It is desirable to apply the controls process to one area at
atime. This makes the process nore manageable, and it also
allows similar control issues to be addressed collectively. The
control areas are:

_ a. Input - includes the records (also referred to as
either manual data or transactions) to be processed by the

system and the associated processes fromorigination to the com
puter.

b. output - includes the records and reports produced
by the system and the associated manual processes fromthe
conputer to the user.

_ ¢c. Processing - includes all conputer processing to
receive the input and store and/or otherw se manipul ate the
| nput to produce output.

_ d. Storage - includes all conputer program code and/ or
I nstructions and data files.

~e. Comunications - includes the transmssion of data
and/or information either between sites or between peripherals
at a 'site.

3. Viewng a systemin its pieces nakes it easier to set
specific control requirements and select control techniques. It
IS inportant to retain a systenis perspective, _to avoid over-
control, and to deal with systemm de issues. The follow ng
systemm de control issues need to be considered:

a. Control techniques in one control area may | essen
the need for controls in another control area; for instance,

tight controls over data files may negate the need for sone
communi cation controls.
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b, Sone aspects of a system may require special
systemm de attention; e}§.tza highly-sensitive subfile my
require tight controls during inputting, Storage, or outputting.

4 This perspective should be the responsibility of
Individuals or a group that is involved in all aspects of the
system A user group or a controls specialist assigned to the
project mght be assigned controls responsibility.

5. In general, the framework proposes that control
t echni ques be applied to defined control areas to fulfill
control requirenents as illustrated in Figure 2-3.

Control

Requirements

which arethen refined to more
tested to demon- specific objectives
strate compliance that guide selec
with tion of

Control Control

Areas : Techniques

which are then
applied to
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TABLE 2-1- MAJOR SYSTEM CONTROL DIRECTIVES

DOCUMENT TITLE

O fice of Managenent and Budget, Internal Control
Office of Managenment and Budget, Circular A 127,
“Financi al Managenent Systens” (reference (d) ]
Of ice of Nhna%?nent and Budget, Grcular A-130,
ederal Information Resources”

O fice of Management and Budget, G rcular A-123,
“I'nternal Control Systens” (reference (c) )

Department of Defense Directive 7740. 1, “DoD
| nformation Resources Mnagenent Progrant

Depart nent of Defense Directive 5010.38,’’ |Internal
Managenment Control Progrant (reference (f) )

General Accounting Ofice, Policy and Procedures

Manual for Q@uidance of Federal Agencies,
[reference (1))

Appendi x 1, “Accounting Principles and Standards”

“Standards for Internal Controls in
the Federal Government” (reference (k) )

Public Law 93-579,"Privacy Act of 1974, " 5 U. S.

DOCUNMENT
DATE
OMB
12/82 | _
Qui del ines (reference (h) )
12/ 84
12/85
“Managenent of
(reference (e) )
8/86 Rev.
boD
6/ 83
(reference (g] )
4/87
GAO
11/ 84
“Account i ng”
10/ 84
(reference (j) )
10/ 84 pendix |1,
PL
1974
Code 552a (reference (1))
9/ 82

Public Law 97-255, “Federal Managers’ Fi nanci al
Integrity
(b))
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